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Claim Objections 

1 . Claim 3 is objected to because of the following informalities: claim 3 recites "an 
authenticated device," on page 22 line 4 and "an authenticated device," on page 22 line 
8 it is unclear whether the recited claim limitations are intended to refer to different 
authenticated devices. Appropriate correction is required. 

2. Claim 6 is objected to under 37 CFR 1 .75 as being a substantial duplicate of 
claim 5. The naming convention used for the steps in claim 5 does not provide any acts 
to distinguish the method of claim 5 from the method of claim 6. When two claims in an 
application are duplicates or else are so close in content that they both cover the same 
thing, despite a slight difference in wording, it is proper after allowing one claim to object 
to the other as being a substantial duplicate of the allowed claim. See MPEP 

§ 706.03(k). 



Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claim 3 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

5. Claim 3 recites the limitation "the authenticating device" in page 22 line 10. 
There is insufficient antecedent basis for this limitation in the claim. 
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Claim Rejections - 35 USC § 101 
6. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1-4 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claims 1-4 recite "an authenticating device," 
and "an authenticated device," comprised of various different units. The preferred 
embodiments of the authenticating device and the authenticated device , disclosed in 
page 20 lines 1-5, discloses the units include software modules. Therefore, the claimed 
authenticating device and authenticated device are drawn to functional descriptive 
material and does not fall into at least one of the four statutory classes defined by 35 
U.S.C. 101. If a claim covers material not found in any of those four categories, then 
the claim falls outside the plainly expressed scope of 35 U.S.C. 1 01 , even if the subject 
matter is otherwise new and useful. See In re Nuijten 84 USPQ2d 1495 (Fed. Cir. 
2007) 



Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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8. Claims 1 and 3 are rejected under 35 U.S.C. 102(e) as being anticipated by Yeh 
et al.(US 2005/0120203). 

Yeh discloses an authenticating device ("Authentication Server" See fig. 1 ref. no. 
10) having an authentication processing unit ("Processor" and "Memory" See figs. 2-3 
ref. no. 136 and138) to perform an authentication process with an authenticated device 
("Client Device" See fig. 1 ref. no. 20) using an authentication key ("The authentication 
server transmits a signed certificate to client device." See paragraph 1 1), an update key 
generating unit ("Processor" "Memory" and "Automatic Rekey" See figs. 2-3 ref. nos. 
1 36, 1 38, 260 and paragraphs 48-51 )to generate a new authentication key when the 
authenticated device does not hold an authentication key to be used in the 
authentication process by the authentication processing unit ("The client device fails to 
verify the signed certificate with the current public key and in response to the failure 
requests an update public key from the authentication server." See paragraphs 11-13 
The examiner respectfully points out that when the client device does not hold a public 
key the client device will also fail to verify the signed certificate and in response to the 
failure will request an update public key from the authentication server.), and to 
generate a new authentication key for updating an authentication key to be used in the 
authentication process by the authentication processing unit when the authenticated 
device holds the authentication key but the authentication process with the 
authentication device by the authentication processing unit fails ("The client device fails 
to verify the signed certificate with the current public key and in response to the fail 
requests an update public key from the authentication server." See paragraphs 11-13), 
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wherein the authentication processing unit performs the authentication process with the 
authenticated device again using the new authentication key generated by the update 
key generating unit ("The client the uses the new public key for future authentication of 
the server, for example, by replacing the current public key of the client with the new, 
updated, public key." See paragraph 53). 
Regarding Claim 3: 

Yeh discloses an authenticated device ("Client Device" See fig. 1 ref. no. 20) 
having a memory unit ("Memory" See figs. 2-3 ref. no. 136 and138) to store a 
prescribed algorithm identifier and a prescribed encryption key identifier, an 
authentication processing unit ("Processor" and "Memory" See figs. 2-3 ref. no. 136 
and138) to perform an authentication process with an authenticating device 
("Authentication Server" See fig. 1 ref. no. 10) using an authentication key ("The client 
device receives a signed certificate from the server and attempts to verify the signed 
certificate with the current public key" See paragraph 11), a transmitting unit ("I/O Data 
Ports" See fig. 2 ref. no. 146 and paragraph 48) to transmit the prescribed algorithm 
identifier and the prescribed encryption key identifier stored by the memory unit to the 
authenticating device when the authentication process with the authenticating device by 
the authentication processing unit fails ("The client automatically updates the public key 
associated with the server with an updated public key responsive to detecting failure of 
authentication with the client's current public key." See paragraph 1 1), a receiving unit 
("I/O Data Ports" See fig. 2 ref. no. 146 and paragraph 48) to receive from the 
authenticating device a new authentication key based on the prescribed algorithm 
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identifier and the prescribed encryption key identifier transmitted by the transmitting unit, 
and wherein the authentication processing unit performs the authentication process with 
the authenticating device again using the new authentication key received by the 
receiving unit ("The client the uses the new public key for future authentication of the 
server, for example, by replacing the current public key of the client with the new, 
updated, public key." See paragraph 53). 



Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1 0. Claims 2 and 4 are rejected under 35 U.S.C. 1 03(a) as being obvious over Yeh 
et al. (US 2005/0120203) in view of Edgett et al. (US 2004/0034771). 

Regarding Claim 2: 

Yeh discloses the above stated authenticating device ("Authentication Server" 
See fig. 1 ref. no. 10) having a receiving unit ("I/O Data Ports" See fig. 2 ref. no. 146 and 
paragraph 48) to receive a prescribed algorithm identifier and a prescribed encryption 
key identifier from the authenticated device ("The request includes an identification of 
the current public key." See paragraph 13), a transmitting unit transmit ("I/O Data Ports" 
See fig. 2 ref. no. 146 and paragraph 48) the new authentication key generated by the 
update key generating unit to the authenticated device ("The client device receives the 
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updated public key over a connection from the authentication server." See paragraph 
12), and wherein the authentication processing unit performs the authentication process 
with the authenticated device again using the new authentication key transmitted by the 
transmitting unit ("The client the uses the new public key for future authentication of the 
server, for example, by replacing the current public key of the client with the new, 
updated, public key." See paragraph 53). 

Yeh does not disclose the update key generating unit generates the new 
authentication key based on the prescribed algorithm identifier and the prescribed 
encryption key identifier received by the receiving unit. 

Edgett discloses a system for changing security information in a computer 
network having an ISP authentication system (See fig. 1 ref. no. 18) that receives a key 
index for a public/private key pair as well as an algorithm identifier (See paragraph 58) 
and uses the key index and the algorithm identifier to determine when the validity 
periods for the public/private key pair and the encryption algorithm have expired (See 
paragraph 49). The ISP authentication system generates a new public/private key pair 
and encryption algorithm based on the key index and algorithm identifier identifying an 
expired public/private key pair and an expired encryption algorithm (See paragraph 49). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the authenticating device disclosed by Yeh to include generating the 
new authentication key based on a key index and an algorithm identifier such as that 
taught by Edgett in order to reduce the likelihood that an intended user may be spoofed 
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by replacing algorithms with known weaknesses and the keys that have been generated 
with the weak algorithms (See Edgett paragraphs 3 and 57). 
Regarding Claim 4: 

Yeh discloses an authenticated device having a receiving unit that receives 
prescribed information from the authentication device when the authentication process 
with the authentication device by the authentication processing unit fails ("The client 
device receives a signed certificate from the authentication server." See paragraph 11) 
and a transmitting unit that transmits a prescribed encryption key identifier stored by the 
memory unit when the prescribed information has been received by the receiving unit 
("The request for an updated public key includes an identification of a current public of 
the client device" See paragraph 17). 

Yeh does not disclose the transmitting unit transmits a prescribed algorithm 
identifier stored by the memory unit when the prescribed information has been received 
by the receiving unit. 

Edgett discloses a system for changing security information in a computer 
network having a networking accessing device (See fig. 1 ref. no. 34) that transmits a 
key index for a public/private key pair as well as an algorithm identifier (See paragraph 
58) to an ISP authentication system (See paragraph 58). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the authenticating device disclosed by Yeh to include transmitting a 
key index and an algorithm identifier to the authentication server such as that taught by 
Edgett in order to reduce the likelihood that an intended user may be spoofed by 
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replacing algorithms with known weaknesses and the keys that have been generated 
with the weak algorithms (See Edgett paragraphs 3 and 57). 



Allowable Subject Matter 

1 1 . Claim 5 is allowed over the prior art of record. The combination of transmitting 
steps, receiving steps, generating step, key updating step, and confirmation steps 
performed by the key update method recited by claim 5 is not found in the prior art of 
record. Further, there is insufficient motivation to combine the different steps performed 
key update method if the different steps were found in separate prior art teachings. 



Conclusion 

12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRETT SQUIRES whose telephone number is (571 ) 
272-8021 . The examiner can normally be reached on 9:30am - 6:00pm Monday - 
Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

IBS/ 

/Christopher A. Revak/ 
Primary Examiner, Art Unit 2431 



